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III. EMPLOYEE'S POSITION AND WORK REQUIREMENTS Rater. Reviewer and

As the lnformatio_n Management.Specialist (lMS), Marvin serves as part of Wellington's two-person Information
fJogram Cente-r (lPC). Under guidance from the Information Management Officer (iMO) and posr management
directives, thc IMS assists rn the oversight of all Embassy Informati-on Technology/iommunications ope-rations. The
IMS assists with the s_upcn',rsion of three Locally Engaged Staff (LES) positions. The IMS reports to tlie IMO and
performs the duties of the IMO in his absence.

EER FOR GREEN, MARVIN E. XXX-XX-4490 Period From 09-27 -2010 to 02-28-201 I

Describe the position and where it fits in the staffing pattern; indicate the number and kind of employees supervised or team
amliation(s) and tasking(s), whichever is appticable.

Louis, Missouri. Serve as focal point for their annual technician visiti and assist in anv tatrve work

B PlYq-"_y9l, F_9YI9I9ft. 1!to lwo categories: continuing.responsibilities and specific ob,echves (inctuding, as
appropnate. protesstonat devetopment activities). listing these in descendinq pflority ordbr

Continuing Responsibilities:

L Ensure the proper managcment ofclassified national security information under E.O. 13526.
2. Safeguard managed.property and resources to protect against fraud, waste, and mismanagement. Complete required
inventor ies in cooDerar ion with the GSO.lnventones ln cooDeratlon wtth the OS(J.
3. Maintain a.high Ievel of knowledge rcgarding current regulations, instructions, and standard operating procedures
ensure fast, reliable, and accurate transmission, ieceipt, reproduction, distributron, and destruction, wherE'
appropriate, for all IPC telegraphic cable communications.
4. Perform opcra^tor maintenance and technical control functions on all high-spccd electronic systems both digital
and.analog used.for terminal circuit connectivity, classified and unclassifidd computcr networks, telephone, aid uniqu
equipment used by tenant agcncies at posl.
5. Serve as Alternate Communications Security Custodian (COMSEC) and Alternate lnformation Systems Security
Officer (A/ISSO).
6. Safcguard classified pouch operational security, availability, and resourccs.

Support all post communication requirements to include primary oversight of
vide suooort to four seDarate United States Govemment aoencieq thqt hrve di
Support all post communlcatlon requlrements to include primary oversight ofpost's technology infrastructure.

ovide support to four separate United States Govemment igenci6s that hive differine missionJ and eouiDmcnt.
Provide on-si te monitor ing and troubleshoot ins to Global Posi t ionins Sarel l i te monltor inp srat ion lo iar id in r tProvide_on-site monitoring and troubleshooting to Global Positioning Satellite monitorrng station loiat;d in the
bassy. Ensure that a hish statc ofdata availabilitv exists between noit and the nranasin q-a sencv located in Sr

: .  :  
. - ' . - -  r 4 ! ! , r r L e  r r r u r r r r u r r r r 5  I

Embassy Ensure_that a high statc ofdita availability exists between post and the nranaginglgency located in St.
Louis, Missouri. Serve as focal point for their annual technician visiti and assist in anv-haids--on or consultative
that may be required.
9. Monitor successful continuation ofthe Cyber Security Awareness program for Wellington. Auckland, and Apia.

Specific Objectives:

L Scrve as Christchurch IPC site rnanager for Secretary of State visit, responsiblc for co-ordination with
Dcpartmen_t's Mobile Communications Gam (MC), site control rooms, VIi kit arrival and depanure, and act as
facilitator for any colnmunications needs.
2. Assess and dispose ofall old. replaced, unused, un-needed, or surplus equipment from IPC. Completing all
required paperwork.
3. Update procedures used in the IPC, and maintain Standard Operating Proccdures (SOps).
4. Monitor the ClassNet scrvers daily by reviewing the system log files, respond to crors found and monitor the
system backups to ensure that system restore files are current and available. 

-

C. Describe any special circumstances influencing the work program.
Support to Embassy Apia is hampered by time zone differences and limited American staff. Additionally, all classified
support for Consul Auckland and Apia is handled by Embassy Wellington IPC.
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EER FOR GREEN. MARVIN E. XXX-XX-4490 Period From 09-27 -2010 to 02-28-201 I
fV. EVALUATION OF PERFORMANCE AND ACCOMPLTSHMENTS (compteted by Rater)

For employees at Class FS-02 and below and all career candidates reqardless of qrade

General Appraisal:
All Employees: Performance was satisfaclory or belter (lf no, see inskuctions for documenting unsatisfactory pe ormance)

DiSCUSSion: ldenl i fy at leasl three of the work requirements including continuing responslbrtt l res and/or specif ic obiectives trsted ln Section l l l .
For each, using examples, describe the employee's performance and accomplishments.

city weakened by eanhquakc damagc and located hundreds of mile-s from'the embut.y.

YES

a NO

!

IMS Marvin Green has worked hard in his first five months here. Hc has continucd ro develop thc skills required to bc
a professional Information Management Specialist (lMS).

Marvin was delegated.to assist with the technical setup for the Secretary's overnight visit to Christchurch, NZ. He
oordinated the established plan for the communications, control roomi, and tech-nical infrastructurcs at ttre two

hotels. The team lead for the Secretary's Mobile qommunications group (MC) praiscd his performance, especially i

He worked to improv.e the efficiency and security ofour network operations. The Information Technology score
(iPost) is a dynamically determined percentage based on the performance, sccurity and configuration minagement of
the post's network. He succceded in raisrng Wellington's iPost score from 6l% t694.9%. Hi should be pr-oud of this
accomplishment, but he needs to pay closcr artention to solving existing systcm issues. He will begin *oiking on an
issue and then abandon rhe ef lon. wi thout solv ing the problemi

Marvin- _worked at disposing of the accumulated old equipment and cleaning up of the Infomation Processing Center
(lPCJ. He organized the.old printers., monitors and computers, moving thed to a new location, taking note of'the serial
numbers and Identification tags so that we were better prepared for thi annual equipment inventory.

9 _a]la:keq the annua.l inventory with energy. He registered with the Integrated Logistics Management System'-MS) and worked closely with the asset management team to update thJ invento{, properly arid get the"paperwork in
tlme.

l n a
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V. EVALUATION OF POTENTIAL

For Careor Candidates only: Assessment of career potential as a Foreign Service Ofticer or Foreign Seruice Specialist:

I Unable to assess potenlial from observalions to date

E Candidate is unlikely to serve effectively even with additional experience

E Canddale rs hkely to serve effectrvely but judgment is conlingent on additional evatualed experience

L_l Candidale is recommended for lenure and can be expecled lo serve successfully actoss a normal career span
(Suppott you I cholce by d/s cu ssing lerow lne ca nc ctate's potentlal for successtu, sery/c6 ac.oss a nomal carcet span, ctting
ax.mplas whlch l ustrato stangths and weahnasses ln each ol the compatenctes cttea! below,)

B. For employees at Class FS.02 and belowand al l  career candidates regardless of grade:
For each of the compelency groups |sted below, draw on specific examples of performance to describe the rated employee's potential for
advancemenl in lhe SeNice. (See Core Precepts fot definitions of competencies.)
1 Leadership Ski l ls 2. Managerial Ski l ls 3. InterpersonalSki l ls 4. Communical ion and Foreign Language Ski l ls
5 Intel lectual Ski l ls 6. Substanl ive Knowledge

've observed Marvin's work in the IPC for five months now, and I'm uncomfortablc with his dcmonstrated
performance and sense of responsibility, so far. He has made errors ofjudgment that arcn't acceptable in this job.

Lcadersh ip.  management Sk i l ls :
Marvin worked on his skills during the Secretary of State's visit to New Zealand in November 2010. He followed the
cstablished plan, He had responsibility for assisting the setup of four (4) control rooms in two (2) scparate hotels and
assist and the computer and communications operations at the sites. He coordinated with New Zealand Telccom to
install the needed telephone circuits and worked with Regional Information Management Center's (RIMC) radio
technicians for the visit. In addition, he was essential to the logistics operation involvcd in moving all the VIP
equipment for the MC teams in and out through Christchurch's airport, and he acted as the baggage officer for the
flight. This required dealing with the New Zealand military, police and security services at boih t6c airpon and the
hotels to make sure that all items cleared customs and were delivered to the correct rooms. Howcver, during the visit. I
rcceivcd numerous reports that Marvin was missing and unable to be locatcd. Thcse absences occurred during thc
critical initial sct up at the hotels, when decisions nceded to be made, and hc was missing. I also tried ro reacii him,
unsuccessfully.

erpersonal and communication skills:
arvin's intcrpersonal skills need to be refined to function effectively in a Forergn Scrvicc environment. We deal in

a very sensitive and classified cnvironment where obvious and repeated mistakcs should not be tolerated. The
decisions made in this office, and thc actions we take, have serious consequences. Lcarning is important and
mistakes will happen, but making a mistake should never be treated lightly. Hc nceds to communicate with our
customers. Ifhe has questions or needs more information, he needs to communicate that to them. People need to know
that he is a professional and will act accordingly. For example, he repeatedly delivcrcd highly classified packages to
the wrong groups and thc customers had the impression that he either didn't understand why they werc upset or didn't

realized that he didn't have the phones, he did not return to the embassy to retrieve them. We are on call because a
cable requires immediate action, even at night, and we are required to be at the embassy to handle the cable within two
(2) hours. His action, even aftcr repeated reminders, demonstrates a lack of responsibility. He needs to be more
aware and conscientious conceming the responsibilities of the job.

Substantive Knowledse:
Marvin is working on-learning more about our COMSEC account in preparation fbr our annual audit. His knowledge
of COMSEC procedure and pol icy is increasing.

Intellectual skills:
I needed to quickly ascertain ifcertain missing items were located in our pouch room and askcd Marvin to check.
Hours later, when I went to thc pouch room, he was doing an elaborate spread sheet that didn't answer my question.

EER FOR GREEN, MARVIN E. XXX.XX-4490 Period From 09-2'7 -2010 to 02-28-201 I
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EER FOR GREEN, MARVIN E. XXX.XX-4490 Period From 09-27 -2010 to 02-28-201 1
C Arcas for lmprcvem€nt: The following musl be cornpleled. Employees sho!ld be made aware ofareas where they should concentrate their efforts to improve

Specify al leasl one area in which he/she might best direct such effods. Area(s)cited must be explicilly linked to one or more oithe competency groups listed in
Section V B and must have be€n discussed wth the employee in counseling du ng the rating pe od. Juslifyyour recommendation with examptes and indicale betow
competency group(s)being addressed (Ihe resporse is rot to be directed as a nee.l for lonal trainino.)

Specify CompetencySubstant ive Knowledge Specify Competency
Marvin needs to.actively, cxplore hrs responsibilities and the details involvcd with this job. Hc constantly asks
questions about how to fill a form or complete a process! but when asked if he's rcad the directions, he'il reply No!
l.{e needs to be actively reading the regulations required for this job and spend somc time establishing a perional
Standard Operating Procedures (SOP) manual.

Assess lhe employee's performance and potential (if a career candidate, potenlial to serve across a normal career span - see insiruclions) Independenr
observalions are encouraged and m!sl be supported by additional examples of performance observed this ratrng period Note differences wilh the rater's
appra6al or recommendations. Commenl on relalions belween rater and employee.

Marvin Green's relationship with his rating officer was tenuous at best and openly hostilc at other times. It first
came to my attentlon over a disagreement on overtime processing and continued as they openly pickcd at each othcr
over minor procedural functions. This culminated witha series of meetings with me, tie HRO the employee. and
thc rating^officer to discuss propcr decorum in the work place. These discussions hclpcd to clear the air arid to identify
a series^of misunderstandings and pre-conceived notions that contributed to a lcss than civil working environmcnt.
Both officers agrced to move forward and to conduct business in a professional and productive manner.

Marvin pre-dated my arrival by a few weeks, but both of our introductions to Mission Wellinston revolved around a
Secretary of State visit held in two crties. Marvin was assigned to the team supporting the visit away from
Wellington, whilc his supervisor handled things in the capiial. The visit was a hugc sirccess, and Mirvin received ravc
rcviews from the advance team that he worked with.

lring the absence.of the IMO, Maruin initiated an update of Post's emergency destruction plan and conducted an
hergency destruction drill. His approach to both was very sysrematic ani thtiroush. whil; hc did nor comnlcte rgmergency destruction drill. His approach. to both was very systematic and thorough. Whilc hc did not complcte rhe

emergency destruction plan, he madc good headway and provided the IMO with aitrong base documcnt thai he was
able to quickly completc.

New Zealand has very strict bio hazard laws in place to protect its unique ecology and agriculturally depcndant
cxport.e_conomy. Orre of the laws requires all idcoming shipments to be screcnc'd by an iccredited i.lew Zealand Bio
Hazard Ins,pector. Typically the lmbassy's GSO office handles this role for the Mission. ln an attempt to help the
ffrission, Marvin volunteered to take the requisite training and is now our certified backup for bio hazard inspe'ctions.

Marvin takes going green quite. seriously. He has chosen to not have a vehicle here in New Zcaland, preferring to w
to work. In his own words walking to work allows him to, "..take in thc vicws of Wellington Harbor and creai-es a
sense of well being, while reducing carbon emissions and improvlng cardiovascular hcalih."

Vf. REVfEW STATEMENT (Compreted by Reviewer)
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VII. STATEMENT BY RATED EMPLOYEE

Oiscussion: This section is inlended to provide the rated employee's views on lhe period of performance apprarsed you musl comment on your most significant
evemenlsdunng the period You mayalso address any activ lies or problems notadequalely covered in lhis reporl or asp€cts oflhe appraisalwhrch need clarficalion or

-/reclon. You are encouraged lo state your current career goals inc uding training and assignments desired over lhe nexl 5 yearc (Continuation sheeb may be used.)

I came to the Wellington IPC with the intention ofcontributing to the achievement ofoperational standards ofthe
highest possible level. My prcvious posting was with a State Department veteran of 26 years who ran a small but
exacting operation where I leamed_ a gooddeal-In Wellington my new supervisor has becn filling in some gaps in my
lcarning, particularly in thc area of COMSEC (COMmunications SECurity) and secure transfer pioceduresldilivery-
ofsecure items). In addition I have been entrusted exclusively with the Embassy's emergency duty recall phone.

Soon after arriving at post I was detailed to Christchurch to suppon the Sccrctary's visit. Thrs is how the Embassy's
team lead described my contribution:
"Christchurch:

EER FOR GREEN. MARVIN E. XXX.XX-4490 Period From 09-27 -2010 to 02-28-20 I I

'ry soon.

I acknowledge receipt of this report.

Date Section Vll compleled (mm-dd-yyyy) A/ MARVIN GREEN

Marvin: _Marvin's perfonnance during the Secretary's visit was flawless, which is panicularly notcwonhy given it
was his first s^uch visit and only recently arrived at Post. The advance team commented how'promptly hrJ risponded t<
any requests.for ass_istance.and wa! very plcased with how wcll the IT requiremcnts were met'befoie thcy anived.
Marvin also honed his leadershtp skills, taking the Consulate's lT Specialist Iain Cameron under his wing to show him
how to manage the specializcd set-up for the Secretary's visit. It is important to note that Marvin achieved hishow to manage the speclallzcd set-up tor the Secretary's visit. It is important to note that Marvin achieved his
accomplishments. withoutthe backbone ofa nearby Embassy or Consulate for support. Morcover, he managed all this
in a city and hotel wrth a fragilc infrastructure, weakened by the September 20 | O Canterbury eanhquakc."

iPost monitors our classnet computcrs to prevent malicious intrusions from occurring by making sure the latcst virus
proteclion_and patch updates are applied. Improving iPost scores is something I had previously proved good at. Upon
anival in Wellington I set out to bring the iPost scores to 100%. I first contacicd the lT Service Centcr to obtain
assistance in getting the SMS scan function working. Problems related to a IIS (lntcmet Inforrnation Service) web
server function were identificd and an upgrade to IIS was performed by service center personnel. Starting from aserver tunctlon were Identlttcd and an upgrade to lls was perfbrmed by service center personnel. Starting from a
6l7o score I began.applying SMS patches and virus protection updates to improve Wcliington's score. Clecking it
right now on my classnet computer the current score is 97 .2%o-and with a few more tweaks I am sure we will hit I

ther Iess glamorous contribution I've made was to clean out the IPC (lnformation Proqrams Center) fover area. I
removed and dispo.sed of typewriters, vatious radio parts, printers, monitors and a couple ofCpUs. My supervisor then
assisted me in sending my first cablc, requesting disposition instructions for the obsolete equipment. I'then scheduleddisposition instructions for the obsolete equipment. I then scheduled
the janitorial service to come up and scrub and wax the floors while I vacuumed out thc inncr foyer and obtained some
original.paint from the embassy maintenance section; I then did a touchup on 9 ycars of scratches of the foyer's day
gate and other doors and frames.

My second^o_ngoing physical cffort is to assist my supervisor in sorting out obsolctc cquipment that dates back through
l2 yeq:s of GITM (4 year hardware refresh) upgrades--some of it stillln use! In doing-th'e recent inventory I 

"
identified additional equipmcnt assigned to clasiified areas that we can disposc of and have prepared and submitted 70
items ol DS-584 (Nonexpendable Property Transaction) forms identifying additional equipment that can be disposed
ofpending my supervisors approval. Cunently I am sorting this equipment into sraging arias ro facilitate dispodal.

Most of my COMSEC training has been on{he-job in Wellington. In passing our COMSEC audit yesterday the
auditor was able to give me several hours of training on the SDS, CARDS a;d the EEKD (COMSEC encryption key
delivery) systems--correcting some basic misunderstandings that I had in this "key" area.

I 'm stil l drawn to another tour in Africa but most posts are 2 Derson shoDs that onlv takc trainccs and an exoerienced
FS-3 or  tove.  Serv ing at  a . larger  post  where I  cah ut i l ize my computerSystems Adrnin isr rar ion sk i l ls  mighr  bencf i t
both the_ Department as well as myseJi On the other hand, my son is schcduled for an MBA at Georgc Wishington
I might be interested rn a D.C. tour if I can convince him to bunk with the "old man".

os-1E29
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